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Thirteen states have enacted comprehensive consumer privacy laws that create new rights for consumers, impose obligations on businesses that handle consumers’
personal data, and create new mechanisms to enforce those laws. Twelve of those states adopt the same basic structural model to protect consumer privacy. Some of
those states have added greater substantive protections to that basic structural model while other states have adapted the same model to create narrower substantive
protections, as reflected in the chart below. In contrast, California adopted a legislative model that creates a new state privacy agency charged with issuing regulations
on more than 20 topics, including on issues addressed by statute in other states.
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CONSUMER RIGHTS
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Delete
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OBLIGATIONS ON BUSINESSES

Affirmative consent required to process sensitive data

Reasonable security measures
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Data minimization

Data protection assessments

Prohibition on obtaining consent through “dark patterns”

Prohibition on processing data in violation of anti-discrimination
laws

Mandatory recognition of universal opt-out mechanisms

Prohibition on retaliating against consumers who exercise rights | [l

Appeals process required for denial of consumer rights requests
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https://www.bsa.org
https://leginfo.legislature.ca.gov/faces/codes_displayText.xhtml?lawCode=CIV&division=3.&title=1.81.5.&part=4.&chapter=&article=
https://coag.gov/app/uploads/2022/01/SB-21-190-CPA_Final.pdf
https://www.cga.ct.gov/current/pub/chap_743jj.htm
https://legis.delaware.gov/json/BillDetail/GenerateHtmlDocumentEngrossment?engrossmentId=35877&docTypeId=6
https://leg.mt.gov/bills/2023/billpdf/SB0384.pdf
https://olis.oregonlegislature.gov/liz/2023R1/Downloads/MeasureDocument/SB619/B-Engrossed
https://flsenate.gov/Session/Bill/2023/262/BillText/er/PDF
https://iga.in.gov/pdf-documents/123/2023/senate/bills/SB0005/SB0005.05.ENRH.pdf
https://www.capitol.tn.gov/Bills/113/Amend/HA0348.pdf
https://capitol.texas.gov/tlodocs/88R/billtext/pdf/HB00004F.pdf#navpanes=0
https://law.lis.virginia.gov/vacodefull/title59.1/chapter53/
https://www.legis.iowa.gov/legislation/BillBook?ga=90&ba=SF262
https://le.utah.gov/xcode/Title13/Chapter61/13-61.html

Bl Included [ Similar obligation included

Rulemaking required

N\ Provision expires

. Narrower
Baseline A
Protections Substantive

Protections
IN | TN | X | vA | 1A | uT

OBLIGATIONS ON SERVICE PROVIDERS/PROCESSORS

Specific obligations placed on service providers/processors,

nEpARRREE mErsRnEs B 8 BeE %t contract [ %
Duty of confidentiality imposed on service providers/processors | I | 1NN
Requirement to delete or return all personal data at the end of
services
Provide necessary information to the business/controller for
data protection assessments
SCOPE OF LAW
Excludes employees 0 S W AN ”0" 7N
Applies to nonprofits, in addition to businesses [ [ [ ]
ENFORCEMENT
No private right of action for privacy violations s S R A NSy -
Attorney General enforcement [ s i S~ 2 WD <P I
New state agency created to enforce law [
Agency rulemaking required [ [ [
Right to cure A\ A R NN
EFFECTIVE DATE
1/1/20
(CCPA)
Effective Date 7/1/23 | 7/1/23 | 1/1/25 | 10/1/24 | 7/1/24 | 7/1/24 | 1/1/26 | 7/1/25 | 7/1/24 | 1/1/23 | 1/1/25 |12/31/23
1/1/23
(CPRA)
1/1/20
(CCPA)
Universal Opt-Out Mechanism Effective Date 7/1/24 | 1/1/25 | 1/1/26 | 1/1/25 | 1/1/26 1/1/25
1/1/23
(CPRA)

* Florida's coverage thresholds are higher than those in other state privacy laws and apply to a more limited set of companies.
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